
 

 

The Insider Threat 
 

London, August 2011. Ahead of his address to the ISSA on 8th September in London, the Information 

Commissioner, Christopher Graham, in the first of a two-part article, talks to Phil Stewart, Director of 

External Communications, ISSA UK, about a range of current data protection issues, and looks at how 

most data breaches start from within an organisation. 

In 2006, the ICO uncovered the organised and illegal trade of confidential personal information in 

the report, What Price Privacy? How widespread do you believe this problem is today in the UK? 

 

“I’ve described it as a modern scourge. The headlines, both in 2006 and more recently, have all been 

about the behaviour of the press, but I think it goes much further ... Basically we’ve got pretty 

systematic trashing of our rights under the Data Protection Act.  My predecessor, in flagging the 

blagging, made the case for a much stronger penalty that would act as a deterrent but also send a 

very strong signal that data protection offences are not a victimless crime. It’s very important now 

that parliament gets on and activates section 77 of the Criminal Justice & Immigration Act 2008 

which allows for the custodial penalty of up to 6 months in a magistrates court and up to 2 years in 

the crown court, but has not been commenced. It wasn’t commenced because of a stand-off 

between the politicians and the press.  I think we can now get through that, because the terms of 

the debate have changed a bit.  This isn’t something that should wait for the Levenson Inquiry 

because frankly it isn’t about newspapers – it’s about debt recovery, claims management 

companies, matrimonial disputes, child custody battles, you name it.” 

 

Yes, I remember when you became Information Commissioner in 2009, at a Parliamentary select 

Committee you re-iterated the need for a custodial sentence for convictions under section 55 of 

the Data Protection Act.  

 

Indeed, I did.  I didn’t get very far, though, because basically the politicians and the press had agreed 

this was going to be a sort of Sword of Damocles hanging over the press and if they misbehaved then 

it would be activated. I think the whole point was the 2006 report – yes, it talks about the behaviour 

of the tabloid press because the particular private investigator that the ICO raided, that was his main 

line of business.  But that’s  not what all the report was about. The idea that you don’t have to take 

any action against staff in NHS walk-in centres selling information to claims management companies 

because of some arcane dispute about investigative journalism is clearly nonsense. I didn’t get very 



 

 

far two years ago but I’m determined to go on pushing. There’s the human factor in all of this. We 

can have wonderful systems and policies for data protection and data security, but if the men and 

women on the ground don’t take it seriously and don’t think it matters – none of those systems are 

going to work. A small fine in a magistrates court is simply not a deterrent. I think understanding 

that you might go to prison is more like it, but it also enables the courts to look at the whole range of 

possible penalties which might be somewhere between a small fine and the threat of going to prison 

or having a community sentence. 

 

I noticed that in ǘƘŜ L/hΩǎ latest annual report ς you mentioned the NHS ς as an organisation they 

had the largest number of data breaches  

 

They are about the largest organisation so I’m not surprised by that – they are quite good at 

reporting breaches, it’s part of their procedure. I recently met with the chief executive of the 

National Health Service,  Sir David Nicholson.  We had a very good, workmanlike discussion. There’s 

a lot of change in the NHS and that makes for a particularly dangerous time but you’ve got to 

distinguish between the trucks and the tracks. We’re much better at thinking about the trucks: these 

are the great security initiatives and projects. The tracks are the routine: the day-to-day. My 

experience of a lot of organisations, not just the NHS, is that the messages haven’t got down to the 

grassroots. Data protection is seen as the sole concern of a few geeks, and as a result terrible things 

happen.  People have heard the messages but haven’t internalised them. Every week I’m dealing 

with laptops going missing, not encrypted; portable devices and papers left on the bus; sensitive files 

dumped in a skip. In the health service of course by definition the information is almost certainly 

going to be sensitive information so we’re working very closely with the NHS so that they can get the 

big things right – summary care records etc, but they can also get the smaller things – which actually 

aren’t that small – such as persuading the receptionist in the GP surgery you don’t give things out 

over the phone just because somebody rings you up and sounds persuasive. 

 

What can be done in the health sector and other sectors to generate a culture where data 

protection becomes second nature, rather than seen as an annual event, or a burdensome task? 

 

I think organisations both in the public sector and the private sector have so much at stake in terms 

of their reputation, which of course in commercial terms you can put a value on, and in the public 

sector it’s all about the threat of reversing all the work that’s gone into citizen engagement.  The fact 

that it’s a real issue at the top of the organisation means that the message then needs to be taken to 

the whole organisation: it’s not just something of peripheral concern. Yes, it’s about training, but 

then it’s about auditing, it’s about going back and making sure people are practising what they know 



 

 

they are supposed to be doing – it’s about mainstreaming the whole thing. It should be absolutely 

part of the performance review system. We shouldn’t have the situations we’ve had over the past 

few years or so where people dealing with very sensitive information are treating it in such a cavalier 

way.  Our first civil monetary penalty was imposed on Hertfordshire County Council where they’d 

faxed highly sensitive court papers in a child welfare case to what they thought was Watford County 

Court but unfortunately it wasn’t and they’d got the number wrong. You wouldn’t do that if you 

were thinking about what the material was you were handling, that it was very sensitive, personal 

information about vulnerable children, so faxing wasn’t a very good idea anyway. You needed to 

have made sure you had got the right fax number, and that someone was waiting for the fax at the 

other end and that you didn’t just have finger trouble and were about to send it elsewhere. The civil 

monetary penalties which we’ve had at [the ICO’s] disposal since April of last year have certainly had 

a sobering effect and made people sit up and take notice. We’ve only imposed 6 of them – we’re not 

trigger happy – but it’s certainly made it very real to organisations who have focused on the 

reputational damage – being hit with a penalty. 

 

The Information Commissioner , Christopher Graham, was talking to Phil Stewart, Director, External 

Communications, ISSA UK. Christopher Graham will be addressing the ISSA at their next meeting on 

8th September 2011 in London 

 


