
 

 

The Insider Threat 
 

London, August 2011. Ahead of his address to the ISSA on 8th September in London, the Information 

Commissioner, Christopher Graham, in the second of a two-part article, talks to Phil Stewart, Director 

of External Communications,ISSA UK, about a range of current data protection issues, and looks at 

how most data breaches start from within an organisation. 

 

Following the use of social networking sites such as Twitter to reveal the details of super-

injunctions earlier this year, the Prime Minister has called for a review of Data Privacy legislation 

in the UK. Will the ICO be contributing to the work of any new parliamentary committee in 

shaping any new data privacy legislation? 

 

Well, the Data Privacy legislation will be reviewed anyway in the context of the European Directive – 

that’s a process that’s going ahead. The Commissioner Viviane Reding is leading that process and the 

ICO is very much engaged with our European colleagues in the Article 29 working party – we’ve been 

inputting into that study. We expect to see a draft of a directive in about November and then the 

legislative process will follow. In a few years’ time there will be changes to data protection law, 

because the directive on which it’s based will have changed. We don’t think there is much wrong 

with the principles, but we’re looking for legislation that is much more modern and realistic in terms 

of what actually happens in the world of global information exchange. 

 

The legislation has been behind the technology in terms of usage of it, hasn’t it? 

Absolutely. It’s very important that Brussels produces a legislative proposal which is reasonably 

future-proof – if you get the principles right then the principles can take the technological changes 

on board. If you’re overly prescriptive then you’ll come up with something that is highly relevant for 

2013 but by the time it comes into law it’s probably outdated because of all of these other 

developments. The ICO, working with anyone who will listen to us, is stressing the accountability 

principle – that the legal responsibilities lie with the data controller, and that the role of the data 

protection authority is to regulate that relationship and intervene as and when necessary on the 

basis of risk, rather than pretend the data protection authorities can be like some latter day King 

Canute holding back the waves, and let’s not kid ourselves that no information moves across borders 



without some tick in the box from the Data Protection Authority. The current Directive, of course, is 

pre-cloud, but it ought to be clear that’s it’s a very outdated text that doesn’t take into account the 

realities of the modern world. 

 

Would you like to see greater powers for the ICO, such as the power to audit an organisation to 

investigate a serious data breach?  

We gained some extra powers under the Coroner’s & Justice Act, and we have found that doing 

consensual audits is going really well, more in the public sector than the private sector. We can run 

the ruler over a company’s compliance which can then be a badge of pride: “we’ve been checked 

over by the ICO”. There are powers to compulsorily audit government departments. I will go as far 

and as fast with the existing powers that I’ve got, but if I come to the conclusion that I’m not able to 

get anywhere-  that I can‘t audit  organisations - then I will certainly return to the Secretary of State. 

I can get warrants – I signed a warrant today. It would be more satisfactory to require an audit, 

probably as part of an undertaking to improve. 

 

 

At a recent ISSA chapter meeting, one speaker remarked that social engineering over the phone is 

often the seed for an attacker that allows them  either to guess a password or a weakness in a 

system or a process to exploit.  Many of the data breaches we have touched on this afternoon all 

start from an internal employee in an organisation. Do you think we are doing enough to educate 

employees in organisations to create a security culture? 

 No I think we’re not and you absolutely put your finger on it when, in relation to this row about 

hacking, you have to ask the question: ‘how is it possible for the phones to be hacked?’ and the 

answer is: somebody has blagged, which they shouldn’t have done. That gets us back to section 55 

of the Data Protection Act – it’s just too easy to blag and the penalty isn’t very impressive if you get 

caught. So I believe very strongly we’ve got to push for that [a custodial sentence] and I’m trying to 

get the politicians to see that this is something we need to do anyway – it’s going to take some time. 

Frankly we can’t wait [for the Leveson Inquiry] . We’ve got information leaking from databases, 

every day - and not, as I said earlier, to journalists particularly - because information is valuable and 

it’s making people a lot of money.  That’s the root of our problems – so if we’re concerned about 

cyber security then getting these basic things right is absolutely essential, and members of staff in all 

organisations need to see the connection between something which seems to them as a bit naughty, 

but not terribly bad, and the terrible things that happen as a result. 

 

Christopher Graham – thank you for your time this afternoon and we look forward to your address 

at the ISSA next month. 

 

The Information Commissioner, Christopher Graham, was talking to Phil Stewart, Director, External 

Communications, ISSA UK. Christopher Graham will be addressing the ISSA at their next meeting on 

8th September 2011 in London. 

 


